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Android apk#miFERNET apk3HHRHITHEE THE | SREVRIRHIEHER IR,

TEFES .

apktool : FES4IREL , AfLREB E R )G B S3G T ERES
Dex2jar : GapkimiEnpkJavalfis ( classes.dexiE{tpkjar>Zis )

jd-gui : EFAPKAclasses.dexi& Uk ERYjarSXd , BIIRERS I

ZEeMXFEEEERE , t8FA =R FDex2jar, jd-guiXtapk3Z
IR mIFRIE.




e ImIFIIAPKEERZ S .rar , FHEE |, BRIEHHIclasses.dex3 4
( BRiEjavaX{HmFEEgdx TE{TEMmRY ) | BIKEXZIRIclasses.dex
BEITEdex2jarBRT , ST M Ta$d2j-dex2jar.bat classes.dex -
-force , BT :

F:“Tools>cd decompilation“app toolssdex2jar—8_.8_.7_15

F:~Tools>~decompilation*app toolssdex2jar-BA.8.9_.15>d2j-dex2jar.bat classes.dex ——
force
ex2jar classes.dex —»* classes—dex2jar.jar

F:~Tools>~decompilation“app tools>dex2jar-A.8.9_15>

RO RIRIERLLI.



Hix@Edjd-quif T RmFERRIGE , BIAEERIRNS

J classes-dex2jar.jar x ]

#-H## android.support
=-H3 com
H} a.a
E anzewei.commonlibs
H} baidu.location
E dkview.drop
H} fasterxmljackson.core
E google
H} hp.hpl.sparta
E mobeta.android.dslv
H} ninecldandroids
E sina
EIH} suning
E a.a.a.8.a.8
G b
E maa
= H mobile
w-H a

E‘E hﬁP
' |1"| IPersistentStore$Persistents
- [J] IPersistentStore

[ »

IParsistentStoresPersistentStoreException.class ]

{

}

package com.suning.mocbile.http;
import java.ioc.I0Exception;

public class IPersistentStorefPersistentStoreExcepticon

extends I0Exception

private static final longli
private final int |

public int [N

{

return M

}
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P DrozerTBE1\48
g

DrozerZAndroid FRYFFRappTE£HEIT1EZE, Drozerr]LUEIES
Dalivik VM, BN AEFHIPCrRIANEERER RN E |, wRIETFF
EMER , skZBZBETHRIIABZRNandroid i BEEFIISEEE  HAIESILR
XS, drozeriZtTREZAndroid & TS EiHexploitftNliFlEE.

TERbiE : https://labs.mwrinfosecurity.com/tools/drozer/

EREA T drozerlidimfdrozerfiSEin (BIAgent .apk only)
—fzdrozer¥dhin&F{EEN
DrozerfRFZinL =R NAYappFrERNZ R FHaiEHIEE


https://labs.mwrinfosecurity.com/tools/drozer/
https://labs.mwrinfosecurity.com/tools/drozer/
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1. EESS

OB SEFNFEENR_ EFTFH
Drozer Server , FIEEETF
HFERES , B :

drozer Server

Enabled

Server Details

SSL Enabled
Password Protected
Enabled

Connected

Active Sessions

Messages

l
|
I
=
l
I
l
l
l
l

Starting Server...
Attempting to bind to port 31415...
Waiting for connections...

IO Error. Resetting connection.
Stopped.

Starting Server...

Attempting to bind to port 31415...
Waiting for connections...
Accepted connection...
Starting drozer thread...




QEcEadb TEHINAINMETE |, Hi17e<adb forward tcp:31415
tcp:31415 |, FIFRHOMSIT

RiFANadbZ

THZR , 7S drozer.bat console connect ,

Bt drozerfSahI

F:>Tools~drozerradh forwvard tcp:31415% tcp:-31415

:wJToolssdrozerrdrozer.hat console connect
Selecting FP266fa8al1Yc??52 <unknown Custom Phone — 5.1.8 — API 22 — 768x1288 5.1

3

.
. .
ro..idsnemezizand. .pr
-otectorandroidsneme.
.-zizandprotectorandroids+.
-.nemesiszsandprotectorandroidsn:.
.emezisandprotectorandroidsnenes. .
- -izandp. ...rotectorandro,...idsnem.
.izizandp..rotectorandroid. .snemiszis.
sandprotectorandroidsnemniziszandprotec.

~torandroidsnemeszizandprotectorandroid.
anemizisandprotectorandroidsnemesisan:
dprotectorandroidsnemesizandprotector.

drozer GConsole (v2.3.4>

dz= >

SHILAE




2. BEAKHHINGER

@DEFEAttack surfaces :
&= : run app.package.attacksurface apps3
5] : run app.package.attacksurface com.suning.mobile.ebuy

dz> run app.package.attackzurface com.zuning.-mohile.ehuy
Attack Surface:

b activitiesz exported

6 broadcast receivers exported

B content providers exported
6 services exported
=R

6 activities exportedZRRAIBEFIE6MactivitiestBRXBIZE XS ;

6 broadcast receivers exportedZR/~EJGEF(E6" receiverstBXIILZE X ;
0 content providers exportedZR R~AFEcontentiBRBILZE XIS ;

6 services exportedZFRRAIBEF(EL6" servicestHRIIZ XIS,



QFFEappHIEE. :
F&{ : run app.package.info -a app#3
5] : run app.package.info -a com.suning.mobile.ebuy

22 run app-package._info —a com.suning.mobile.ebuy

ackage: com.suning.mobile.ebuy

Application Lahel: ¥ r%m _ﬁwﬁ

Process Hame: com.suning.mobile.ebuy

Uersion: 5.2_.1

Data Directory: Adata-datascom.suning.mobile.ebuy

APK Path: ~sdatasapp-com.suning.mobile.ebuy—1-basze.apk

UID: 18663

GID: [3@B2,. 3081, 16828, 1015, 30831

Shared Libraries: [/systemsframework-sandroid.test.runner.jarl

Shared User ID: null

Uzez Permissions:
android.permission.CHANGE_COMFIGURATION
android.permission.READ_CALENDAR
android.permission . WRITE_CALENDAR
android.permission . SYSTEM_ALERT _WINDOW
android.permission . BLUETOOTH
android.permission . BLUETOOTH_ADMIM
android.permission.WRITE_SETTIHNGSE
android.permission.UIBRATE
android.permission.CHANGE_NETWORK_STATE
android.webhkit.permission.PLUGIN
org.zimalliance.openmobileapi.SMARTCARD
android.permission.NFC
android.permission - MODIFY_AUDIO_SETTINGS
com.android.launcher.permizssion..READ_SETTINGS
com.android.launcher.permission. INSTALL_SHORTCUT
com.android.launcher.permizssion . UNIMSTALL_SHORTCUT




3. IntentB{4N
OEEREN BAMER -

Bl

]

run app.broadcast.info -a apps3
run app.broadcast.info -a com.suning.mobile.ebuy

z» run app.broadcast.info —a com.zuning.mobhile.ebuy
Package: com.zuning.mohile.ebhuy
com.zuning.mobile.ebuy.base.host.push.ui.NetChangeReceiver
Permiszsion: null
com.zuning.mohile.ebuy.baze.host.pushmessage . PushReceiver
Permiszsion: null
com.zuning.cloud.push. pushzervice .MiMessageReceiver
Permiszsion: null

com.xiaomi.puzh.service.receivers .MetworkitatusReceiver
Permiszsion: null

com.taohao.accs.EventReceiver
Permiszsion: null

com.taohao.agoo.AgooCommondReceiver
Permiszsion: null
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QiEBRS BTN

a , &KiXZaction

#&={ : run app.broadcast.send --action app23 receiversg

5] : run app.broadcast.send --action com.suning.mobile.ebuy
com.suning.mobile.ebuy.base.host.pushmessage.PushReceiver

b, ZiXZextras

#&={ : run app.broadcast.send --component app$3 receiversj

5] : run app.broadcast.send --component com.suning.mobile.ebuy
com.suning.mobile.ebuy.base.host.pushmessage.PushReceiver

ORFHNR

5] : run app.service.start --action com.test.vulnerability.SEND_SMS --
extra string dest 11111 --extra string text 1111 --extra string OP
SEND_SMS
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4. Providerjuiz

@O&E&providerF& :
#&=( : run app.provider.info —a app$3
5] : run app.provider.info —a com.suning.mobile.ebuy

@FFAdrozer&& 0] gefysqlite; T ANAuri :
#&3( : run scanner.provider.injection —a app#3
{5 : run scanner.provider.injection —a com.suning.mobile.ebuy

Q= EERANEN :

f&=( : run app.provider.query content:ffg55uri --projection "
5] : run app.provider.query content:
//com.suning.mobile.ebuy/favorites?notify=false --projection “”
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wireshark2IFERITAMNBETE o0 iE |, Theet+ni8 K, AJLAEENE
FMEEE , BMNEEEFEREE. [ERwiresharkBYE 7 #EMZEIMY |
BUEAREwireshark, ATEEF[E , wireshark REEEETE , MABEER
HENAS , 5&@ EEE.

wiresharktBEESRERHTTPFIHTTPS |, (BAEERZHTTPS |, AR ENXTEE
QEBHTTP , HTTPSHMYAIEURE 21 AZ2Burpsuite, FiddlerET R , M
TCP , UDPimYAYR] Awireshark, ¥alimAIAPPIRZ IR SIRGS2HITRRE
H SRRV TCP/IPIMME T1&EH | tbAiJwiresharksigEk ERIZ T |
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1. IMEEE

Fle Edit “iew Go Capture Analyze Stafistics Telephony  Tools  Internals  Help

1 Wireshark: Capture Interfacos W R | o=l S|

% a m " S0 I e v N v 1 7 R o fre
Filter:
Description P Packets Packets/s
RMiiiCaputre- B | [ £% wMware Vitual Ethemet Adapter  feB0:e7:bad7:7233:8166 O 0
LG 2 |
>In‘terface‘s. iR 2] Micron feB0:ucOc2iedhS: 1638:52ha 0 0
HILPIREAE, — e e o -|
Ji:f% J—_Eﬁﬁ E@M‘E |:| YWiweare YirtLial Ethernet Adapter e300 3:6a373:203C:594 12 ]
| I ; E Microsoft feB0::6994:ac1c: 1d58d:8a5c 22 o m I
Live list of the capture interfaces
counts incoming packets .
(seunts neeming packs) Microsoft femn:aded:f7efdebdlz 0 o
& Start .
Chorse one ar rore interfaces to capture From, then .
[ECRY

ual Ethernet Adapter: \Dewvi ce\f\L

. PF_{1CAESERB -AABD-425E-! = |
I fESta rt ernet Adapter: \Device\NPI

i ,

m Capture Options

Shart a capture with detailed options

Capture Help

@ How to Capture

Char ke cbam beo2 mnecacchol mamboea caboe

4 | (1L} I

Ready to load or capture Mo Packets Profie: Default
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2. MeE0
mﬁmrom oF AGSSOF22-1

’ | He Edt View Go Captue Anayze sunaxs Telephony  Tooks Intemals  Help |
BN BEEXRE AereTF i ERLec0

Filter: ipsrc == 102.168.1.102 or ip.dst== 192.166,1.102 Apply  Save

No. Time Source Destination ifo .
WA AR RSNV AV AW S FYs e D e LR LS D i [ L ‘b,w‘. e M NN A A e vv‘
953 97.2501200192.168.1.102 106.187.%54.210 TCP 54 imgames > http [ACK] Seq=1277 Ack=5954 win=4:
954 97.2503690 106.187. 54.210 192.168.1.102 HTTP 247 HTTP/1.1 200 oK (application/json)

| 955 97.4460230192.168.1.102 106.187.54.210 TCP 54 imgames > http [ACK] Seq=1277 Ack=6147 win=4.
956 108. 860594 192.168.1.102 199.47.217.148 TCP 66 abbaccuray > http [SYN] Seqe0 win«8192 Len«0
957 109.011307 199.47.217.148 192.168.1.102 TCP 66 http > abbaccuray [
958 109.011448192.168,1,102 199.47.217.148 54 abbaccuray > http [2

199 47. 217 148

959 109 013060 192 168 1 102 250 GET /subscribe?ho

A A A am AmAs m e AN s ma e a e~ B _—— - ® .. - -~

-
3

D

Frame 963: 54 bytes on wire (432 bits), 54 bytes captured (432 bits) on interface 0
Ethernet II, Src: Tp-LinkT_74:bf:3a (b :7a:74:bf:3a), Dst: Prodrive_26:12:bf (00:0f:11:26:12:bf)
Internet Protocol version 4, Src: 19 148 (199.47.217.148), Ost: 192.168.1.102 (192 168 1. 102)

CRCRCRG

Ifiﬂﬁﬁﬂﬁi!ﬁﬂﬁﬁﬁﬂf?UQhﬂt.A_'.h-n ), Dst Port: abbaccuray (1546), se E|
ESNIRERA
==
0000 00 Of 11 26 12 bf b0 48 7a 74 bf 3a 08 00 45 00 ...&...H 2T.:..E. .
0010 00 28 62 6b 00 00 55 06 30 92 c7 2F d9 84 €0 38 . (Bk..U. .../.... 7S
0020 0L 66 00 SO 06 0a 47 a2 b7 02 00 00 00 00 SO 04 .f.P..G. ......P. <&
0030 0c bS 3b 5a 00 00 o A peagicil

(O Microsoft: \Device\NPF_{AQS50F22-1504-...  Packets: 4598 Displayed: 4163 Marked: 0 Profie: Default
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3. Wireshark 5OSIHLEMNKIERI XX -
g Microsoft: \Device\NPF @_FM-EEEESE el =o] x

File Edit “Wiew Go Capture Analyze  Statistics Telephony  Tools  Internals  Help

B e EEX2a Aaes»apTLIEEQaQ »
I Filter: | http |E| Expression... b
N Time Source Destination Protocol Length Info =+
I 6 0, 71955800192, 168,1.102 239,255,255, 250 SSDP 175 |"-"|—SEJ|E|
16 3, 72025000192, 168,1.102 239,255,255, 250 SSDP 175 M-SEs
29 6, 0586059500 192, 168,1.102 199,47, 217.148 HTTF 250 GET .,
36 6, 08553700192, 168,1.102 199,47, 217.148 HTTF 250 GET .,
49 6, 72037400 192,168, 1,102 239,255,255, 250 SSDP 175 M-5SEs
66 10.6614540 192, 168,1.102 6l.155.169.1146 HTTF 1156 GET .,
F R B 11.345702061.155.169.114 192.1658.1.102 HTTF O58 HTTF,
131 11.67352530192,.168,1.102 114.80.142.90 HTTF 1029 GET .,
EL l 132 11.6839850 192, 168,1.102 114.80.142.90 HTTF lod4 GET ,
133 11.6847080 192, 168,1,.102 114.80.142.90 HTTF 1043 GET , _
oiER < e ===—————— P ———= —
R F Frame 29: 250 bytes on wire (2000 bits), 250 bytes captured (2000 bits) or
LLF Ethernet II, Src: Prodediwe_26:12:bf (00:0f:11:26:12:bF), Dst: Tp-LinkT_74:
5 R =3 Internet Protoco] Version 4, Sre: 192.168.1.102 (192.168.1.1020, Dst: 199,
N Transmission Control Protocol, Src Port: ssslog-mgr €12047, Dst Port: hitg
HiEMER Hypertext Transfter Protocol
WER
|




wireshark

4. SEFRINFEREN

B&pusﬂon_' Clear  Apply  Save »
No. Time ~ Source Destination Protocol Length Info -
103 2.86721500192.168.1.102 220.181.156.24 HTTP 331 GET !’y3/safeup,app. cab?a ~
e | i J »
# Frame 103: 331 bytes on wire (2648 bits), 331 bytes captured (2648 bits) on interface 0
Ethernet II, Src: Prodrive_26:12:bf (00:0f:11:26:12:bf), Dst: Tp-LinkT_74:bf:3a (b0:48:7a:74:
# Internet Protocol version 4, Src: 192.168.1.102 (192.168.1.102), Dst: 220.181.156.24 (220.181
= Transmission Control Protocol, Src Port: commlinx-avl (1190), pst Port: http (80), seq: 1, Ac
Source port: commlinx-avl (1190)

pestination port: http (80)

[stream index: 2]

sequence number: 1 (relative sequence number)

[Next sequence number: 278 (relative sequence number)]

Acknowledgnent number: 1 (relative ack number)

Header length: 20 bytes

@ Flags: 0x018 (PSH, ACK)

window size value: 4320

[Calculated window size: 17280]

[window size scaling factor: 4]

4 Checksum: 0x5dd8 [validation disabled]

= [SEQ/ACK analysis]
[Bytes in flight: 277]
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b7 BEIRTES , BftBtbIREAN T EA : DDMS. SDB

DDMSHIEFREDalvik Debug Monitor Service , ZAndroidFF&IRE
FRIDalvik EHT RIS IEARSS . FEADTERARIMNEFEFRHITEMEE |, —
MRS Z{Emonitor.batal LIFTFFDDMS,

SDBEYLFRESQLite Database Browser , E—ANFHIFIEEMEEEXHY
XHEER  JUBETNEEFER  TELE.



DDMS

1. DDMSSHmEEN:

—-instructicn-set-features=default --runtime-arg

.art --dex-file=/data/data/com
plugins/libcom suning ebuy uvidec 5.2.1.apk --oat-Ifd=

fdata/com. suning.mobile.ebuy/app_dex/libcom suni ng_ebll—-

ntime-arg -Xm3fim --runtime-arg -XmxS512m -

4

1

101M of 491M

& Android] | = N - sz
= 10y ?’7’ El/]
de o X HEEREWTE
—J, . —
Z\leLfﬁjE(]deV|ce$n = o " Lick Access J §| @DDM " A= D Q-
T o] > = = = ProAsi e : =
B Devices E Z\jJ Egapp% O || % Threads Heap All JX—E“IE-[’Z$ZZ\jJ 'Lfﬁ E‘ File Explorer 22 | @ Emulator Control | ] System Information ]
j:*/j \
| e I T H4lity, bl b =1+ ~
Name + || Name ,f?;ﬂ] %?ﬁi{[:’: E % Time Permissions Info
4 Q unknown-custom_pho 510z Online 5.1, debug > = acct B-16  23:15  drwxr-xr-x
system_process 734 8600 » = cache ZUL7-02-20  06:21  drwsrw--- L
com.android.systemui 826 8602 |2 charger 1969-12-31  19:00 Irvoorwxerwer - Jshinghe... 1
com.android.inputmethod.latin -~ 893 8801 > = config 2017-05-16  23:15  dr-x------
com.android.phone 961 2603 E =d 2017-03-16 2313  Irveorwxreer - Jsys/ker..
com.android.launcher3 a977 2604 > = data 2017-02-21  06:00  drwxrwx--x
com.android.printspooler 992 2805 |2 default.prop 287 1969-12-31 19:00 -rw-r--r--
android.process.acore 1114 8606 > = dev 2017-05-16 2313  drwsr-xr-x
com.android.music 1200 8607 = etc 2017-05-16  23:15  lrwxrwxrwx  -> Jfsystem...
com.suning.mabile.ebuy 1235 2608 |2 file_contexts 10924 1
android.pracess.media 1254 8609 |2 fstab.wboxBo 382 11 o N ”kj:,:_,
I /N
com.android.smspush 1286 8610 |5 init 649392 1 JXE H U\DIL T
com.andrmd.m;nls - - 1455 8611 |2 initenviron.rc 944 1 E Z\jJ E(Japp%
o, in. ile.e = 1489 an12 S =l init.rc 22492 1 _ i
Ccom.sunina.mMoanlie.ennvinis 1NIT. e **iﬁz\‘ﬂ El :!: =
& LogCat 22 | B Console sen [m]
Saved Filters + Search for messages. Accepts Java regexes. Prefix with pid;, app:, tag: or text: to limit scope. H B
All messages (no filters)
Time PID TID Application Tag ext o
a
I 05-16 23:16:10.420 1235 1623 com. suning.mobile.ebuy DLFluginManager —---createDexClassloader-dexFile.delete:-succ:true
I 05-16 23:16:10.441 1802 1802 dex2oat fayatem/bin/dex2oat --runtime-arg -classpath —-runtim

[



<% DDMS

2. SDBREEY)

& S0QLite Database Browser - E/box/ttt/app_webview/Cookies = 22

Fle Edit

heEd< o B W

Browse Data

View Help

Database Structure

Table: |cookies v| Hew Record | |Delete Record

creation utc host_key value path expires_utc secure hitponly last_access_u has_expires persistent priority encrypted_wa +
11 |3139303893665475 passportpre. cnsu ids_r_me HiExFDUSMI40VIE £ 0|31393042055T097T a a 1
2 3139303593665547 | passportpre. cnzu|TGC TTCARL 13FTAL49E | fids/ ?& W %‘: 0|313930420857097T ] a 1
5 3139303593666020. ensuning. com custno 61145705331 0|313930416351 7257 ] a 1
4 3139303893668223 pazsportpre. cnmu|_dewice_seszion | "24PBTES15020149/ids a [1] 0 313930420857097T 1] o 1
5 3139303894T32767|. ensuning. com authTd =1BEDALEESTODTE| f 1} v i} 1313930416381 7257 ] a 1
B 3139303894732870|. ensuning. com secureT oken SQ1D9EEITEAROAES / 1} 1 1/3139304165T20762 ] i} 1
T 3139303900113724 | shoppingpre. cnsu|_device_session |"2428T8515020149 Fapp/ cartl/zatew 1] 1] 0]3139303900113724 1] u] 1 =
g 3139303901253312|. ensuning. com mtishbTest B I 1} 0 0|313930416351T25T a a 1
9 3139303901397203|. cnsuning. com mtisCartQty ol 1} i} 0|313930416351 7257 ] a 1
10 3139303996851364 | viastpre. ensunin| JSESSIONID ObHF 1 In94MGF w2 | fvfast-web 1} i} 0|3139303996551364 ] i} 1
11 3139304002542444 . suning. com _smme 1ff 3139305802000000 i} 0|3139304096120520 1 1 1
12 3139304002844604 . suning. com _snsr direct¥TCdirect® S 31:39390402000000 i} 0|3139304096120520 1 1 1
13 3139304002845736 . suning. com _smma 147C149483040283 f 3202376002000000 i} 0|3139304096120520 1 1 1
14 3139304002856045 . suning. com _smmp 0483040283168245 |/ 0 0 0]3139304096120020 0 i} 1
15 31393040025856359 . suning. com _smmb 1494830402546187 |/ 1} 0 0|3139304096120520 a a 1
16 3139304002591039 . suning. com __==ar direct¥TCdirect® / 31:39390402000000 i} 0|3139304096120520 1 1 1
17 3139304002593393. suning. com __szav 1494330402539636 |/ 3202376002000000 i} 0|3139304096120520 1 1 1
18 3139304002908378 . suning. com __==as 14943304028096314 | f 3139305802000000 i} 0|3139304096120520 1 1 1
19 3139304007488718) or derpre. ensunin| JSESSIONID QbmpPT dBmGr rSOAT|  mobilefv1 onlin 1} i} 0|3139304203412100 ] i} 1
20 3139304007711010|mypre. ensuning. o JSESSIONID emIggCHTmEal9bZe| fmsi-web 1} i} 0|3139304007711010 ] i} 1
21 3139304008053912 hopre. ensuning. o JSESSIOHID 1Q£CT cpTaxMET9Tx | fbof 0 0 0|3139304205992746 0 0 1
22 3139304014410759|rxfpre. ensuning. |JTSESSIONID WF el ekdkBBabkiCr| fepps—cpf 1} 0 0|3139304014410759 a 0 1
23 3139304015333427|. cnsuning. com _=nsr direct¥TCdirect® / 31:39390415000000 i} 0|313930416351 7257 1 1 1
24 3139304065751695|. ensuning. com __ssar direct¥TCdirect® S 31:39390465000000 i} 0|313930416351 7257 1 1 1 i
4 T +
< 1 - 43 of 43 > Go to! [t}
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